Approach
In [2] , we have studied a data-driven approach to identifying the specific type of an abnormal event without knowledge of BGP. In this paper, we devise an approach that relies on BGP knowledge to classify different abnormal events that impact BGP, i.e., a knowledge-driven approach. As events at the global level tend to affect the largest number of networks over the Internet, in this paper we focus on these events, and study how to develop accurate classification rules to describe each individual class of them. In order to support real-time applicability, our basis for classification is the observable impact on BGP from abnormal events that can be measured in real time.
Knowledge-based classification requires knowledge of abnormal BGP events before we try to obtain rules of different classes of these events. The knowledge can be simply the class name of a particular type of events. In this case, we can treat all classes of abnormal events at the same level and conduct i.e., flat classification. Or, our knowledge about abnormal BGP events can be enriched by knowing the hierarchical relationship of different classes of abnormal BGP events, allowing us to obtain and test rules for a hierarchy of abnormal event classes, i.e., hierarchical classification.
Our BGP data are BGP updates from the periods of the events as well as normal periods, archived by RouteViews [3] or RIPE [4] . We calculate the perminute values of the most relevant attributes (selected through information gain measure) about these BGP updates, and arrange these values in a chronological sequence of 1-minute bins. If a 1-minute bin is known to correspond to a specific class of abnormal event, we label it with the name of that class.
We then conduct a training process to obtain rules for different classes of abnormal events, using the C4.5 classification algorithm [5] .
In applying these rules against testing bins from a certain event period, we use a probabilistic approach. As a rule is not typically 100% accurate, and a testing bin may match to more than one rule for different classes, or match no rule at all, we design an alert algorithm as follows: If more than Γ percentage of testing bins have a probability matching class C higher than , we raise an alert than an event of class C occurs. We use 40% for Γ and 0.5 for in this paper.
Case Studies
We conduct case studies on six abnormal events: Code Red worm, Nimda worm, Slammer worm, East Coast blackout, Florida blackout, and Katrina blackout.
With flat classification, we obtain rules for seven classes at the same level: CODERED, NIMDA, SLAMMER, EAST-COAST, FLORIDA, KATRINA, and NORMAL. Table 1 shows the percentage of "hits" in a test set for each of the seven classes, i.e., the γ values (Section 2). Here, the flat classification is effective in distinguishing the three worm-related classes-CODERED, NIMDA, SLAMMER-as well as the NORMAL class. However, it is not effective in telling the three blackout-related classes apart (we explain this toward the end of this section). Table 2 shows that the hierarchical classification case study can distinguish between WORM and BLACKOUT (and also as opposed to the NORMAL class). Moreover, the three WORM subclasses can be distinguished (Table 3) , and so can the three BLACKOUT subclasses ( Table 4) .
As our results above show, the hierarchical classification is more accurate than the flat classification. It does not need to train many classes altogether, an advantage when the difference between different classes are small. In our case studies, as opposed to seven classes in flat classification, the hierarchical classification only needs to train two or three each time. The hierarchical structure of classes also helps incorporate a new class more efficiently: We only need to regenerate rules for classes at the level of the new class on a hierarchy, as opposed to all classes in the flat classification.
The hierarchical classification is also more efficient as it checks less number of classes. A simplified comparison is as follows: Assume that the cost of verifying rules associated with every class is the same. In hierarchical classification, every non-leaf class has m sub-classes, level i has m i classes, and there are a total of L levels. In flat classification, there are, in total, m L classes (equivalent to the number of leaf classes in hierarchical classification). During hierarchical classification, we need to check rules of all m classes from level 1, find the matching class, check rules of all its m sub-classes, and repeat until we find out which leaf class matches the testing data. We thus need to check m×L classes. On the other hand, during flat classification, we need to check against the rules of all m L classes. Clearly, in most cases, m×L m L .
Summary
In this paper, we proposed a knowledge-based classification approach to distinguishing abnormal events that affect BGP. We demonstrated that we can obtain classification rules about every different abnormal event class, and use the rules to report the occurrence of an abnormal event of a certain class. Our approach further encompasses two classification methodologies: flat classification and hierarchical classification, and our case studies show that the hierarchical classification, in general, is more accurate, efficient, and scalable. A direct implication of this work is the real-time application in detecting BGP anomalies caused by certain events, an important but missing component in today's Internet. In the future, we will investigate how our studies can complement other work on BGP anomalies and BGP dynamics root cause analysis, and further explore how to quantify the impact on BGP by abnormal events.
